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Monitoring method for recognizing endless loops and blocked 
processes in a ... 

US Pat. 6269478 - Filed Jul 22 : 1998 ■ Siemens Aktiengesellschaft 
In general, for each deselection of a process an operating system 
scheduler ( 

program) determines the runtime thereof, 35 and compares this with a 
runtime ... 

Communications network state and topology monster 

US Pat, 5049873 - Filed May 4, 1990 - Network Equipment Technologies, 
Inc. 

5 The monitor node includes an underlying data management system 
based ... 55 

The monitor system event application retrieves events from all the nodes 
in ... 



System, apparatus, method and computer program product for 
processing ... 

US Pat. 6633898 - Filed Jul 28 : 1999 - Fujitsu Limited 

However, herein it is assumed that system check by the initial setting 

module 

itself by using a 15 system call is made so as to quickly check the operating 



Switch controller for a telecommunications network 
US Pat, 6480597 - Filed Jun 12, 1998 - MGi Communications Corporation 
Thus, the application program represents a controller of the computer 
system ( 

and of the processor 304). Alternately, the application program is ... 

Integrated proxy m 
reports 

US Pat. 637/993 - Filed Sep 24, 1998 - MGi WorldCom, inc. 

Another client-server based data management application, referred to 

as ... of 

real time call detail data and network traffic analysis/monitor information ... 

State information mana g in g method and co mmunication 
system 

uS Pat. 62438b0 - MiBG K/i&y 6, i 99b - Yazaxs Corporation 

Still more, the system set forth in Patent Application BACKGROUND OF 

THE 

INVENTION ... when the data management portion required for 
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Access control by a reakime staieful reference monitor with a 
stiste ... 

US Pat. 7230266 - Filed Feb 8, 2002 ■■ Cisco Technology, inc. 

A stateful reference monitor may have its security policy program 

updated ... 

system defines computer platform for which application programs in 
other ... 

SS7 firewall system 

The in-line device 202 combines call state monitoring, line control, and 
transaction state ... This process includes definition of each control policy 
rule, ... 



Method and apparatus for storage system metrics 
manager 

The agent has an Application Program Inter- Symmetrix arrays across any 
of 

various ... Via commands from the command and control The data 
management and 



Decentralized, distributed internet data management 

US Pat. 6671 666 - Filed Nov 2. 2001 

In the above example, there was only one transaction monitor process 
involved. 

... The other option is that all transaction managers in the system use the ... 

Intelli g ent communications poi nt platform 

US Pat, 6663051 - Filed Mar 28 s 2000 - Sevls Systems, inc. 

In sum, the ICP Platform 200 combines call state monitoring, ... Process 

manages 

the process configuration profile and the application rule repository. ... 

Method and storage and manipulation of storage system 
metrics 

US Pat, 7082441 - Filed Aug 17, 2000 - EMC Corporation 

The data management and archive method and apparatus according to the 

invention 

is ... The agent has an Application Program Interface (API) to the 
microcode ... 
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Method for monitoring and tracking objects 

US Pat. 6900731 - Filed Oct 30 ? 2002 - BellSouth intellectual Property 
Corporation 

65 Specifically, in one example, a monitor is contacted to see if it has come 
into contact with the corresponding identifica- 45 50 55 60 tion tag and at ... 

Cooperative databases caSS processing s ys tem 

US Pat. 531 1572 - Filed Oct 3, 1991 - AT&T Bell Laboratories 

The pro- correlates the characteristics associated with the call cessing label 

formulated by subscriber's database 1 08 is indicated in this case, ... 

Drive-by personnel monitoring system with radio link 

The system may include an identifying object or tag such as a coded ... 
Monitoring and Correctional Policy: The Technology and Its Application", 
June, 
1987, ... 

Method and apparatus for monitoring and processing voice over 
internet ... 

US Pat. 7209473 - Filed Nov 28, 2000 - Juniper Networks, inc. 

Within an MPLS Common Open Policy Service (COPS), Media Gateway 

domain, the 

label may be modified or a new label may be Control (MEGACO) and 
Common Object 



Method and 
distributed ... 

US Pat 5696486 - Hied Nov 16, 1995 - Cabletron Systems, Inc. 
These adjustments can be made by the alarm monitor 178 while the ... 
Thus, an 

entry in the tag-field is associated with a given policy-based filter. ... 

Automated penetration analysis system and method 

US Pat, 5485409 - Filed Apr 30, 1992 - Internationa! Business Machines 

In system call msgsnd, the operations of access authorization and actual 1 5 

access are .... thus directly violating the access-control policy of the 
system. 
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Robust encryption and decryption of paoketized data 
transferred across 

US Pat. 6981 140 - Filed Aug 14, 2000 - Hewlett-Packard Development 

Each security association inherits a same security label as a ... A user 
application creates a socket by issuing a system call to the operating 
system. 
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Row-level security in a relationaS databa se mana g ement 
system 

US Pat. 7240046 - Filed Sep 4, 2002 - International Business Machines 
Corporation 

The security label associated with the row is outside the range of values 
upon the security 1 5 policy employed for the database management 
system. ... 



Cooperative databases call processing system 

US Pat. 531 1572 - Filed Oct 3, 1991 - AT&T" Bel! Laboratories 

6, the process of creating a processing label is in the billing rate field ... 

on a 10 which contains information such as the caller's policy call-by-call . 

Automated penetration analysis system and method 

US Pal 5485409 - Filed Apr 30 ? 1992 - international Business Machines 
Corporation 

In system call msgsnd, the operations of access authorization and actual 
15 

(a), the mkdir process can be preempted between the security level ... 

Security system for compute r s ystems 

US Pat, b8b9966 - Hied Oct 10, 1995 - uata General Corporation 

This is call "read-down". A subject can ured to allow write access to any 

object 

whose MAC label is higher than the process' label but still within the ... 

Virtual data labeling and poHcy manager system and method 
US Pat. 6950824 • Filed May 30, 2002 - Gryptek, Inc. 
The VDL system provides security mechanisms to differentiate between 
records ... 

is incorporated on a label server and, based on transaction policy, ie, ... 



Method and apparatus for poHcy-based alarm notification in a 
distributed 
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Robust encryption and decryption of packetized data 
transferred acros s ... 

US Pat. 6981140 - Filed Aug 14, 2000 - Hewlett-Packard Development 

Data describing a security policy, comprising a predetermined set of rules 
for 

dealing ... Each security association inherits a same security label as a ... 

Automated penetration analysis system and method 

US Pat, 5485409 - Plied Apr 30 : 1992 - International Business Machines 
Corporation 

In system call msgsnd, the operations of access authorization and actual ... 
There is a -s (security) option which allows the invoker to create directories 



[application] Network adapter mana g ement 

System-Call Wrapping [0222] Another drawback of this mechanism occurs 
in the ... 

a module that makes a decision according to a predefined security policy. 



Method and system for labeling dat a in a communications 
system 

US Pat. 7248582 - Filed May 29, 2002 - Sun Microsystems, Inc. 

This label may be constructed by the attributes. The DOI field 410 may be 

used 

to identify which policy module 160. However, this is not limiting, the label 
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Methods and apparatus for protecting information 

US Pat. 6637948 - Filed May 5, 1999 

Using the tag data structures 320 for each instance of software 111-114,.. 
In 

another embodiment, the system-call behavior (ie the sequence of 
system ... 

Automated penetration analysis system and method 

US Pat, 5485409 - Filed Apr 30 : 1992 - Internationa! Business Machines 
Corporation 

In system call msgsnd, the operations of access authorization and actual 
thus directly violating the access-control policy of the system. ... 

System and method for a software controlled cache 

US Pat. 6668307 - Filed Sep 29, 2000 - Sun Microsystems, Inc. 

The cache-line to be flushed is chosen based on a replacement policy ... 

The 

system call can be a newly created special purpose system call or an 

adaption 



Robust encryption and decryption of packetized data 
transferred across ... 

US Pat. 6981 140 - Filed Aug 14, 2000 - Hewlett-Packard Development 

Each security association inherits a same security label as a ... A user 
application creates a socket by issuing a system call to the operating 
system. 



Method and system for labeling data in a communications 
syste m 

US Pat. 7248582 - Filed May 28 3 2002 - Sun Microsystems, inc. 

This label may be constructed by the attributes. The DOI field 410 may be 

used 

to identify which policy module 160. However, this is not limiting, the label 



Efficient data transmissions based on a poHcy 
US Pat., 7136935 - Filed Jun 22 ; 2001 - Inktomi Corporation 
One technique involves, instead of making one system call for each 
packet ... 

level and involve modifying packets based on a policy, thereby eliminating 
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